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PE|G!ILE|? Introduction

* Robert Beggs, CISSP, CISA

- 15+ years experience in Information Security

- Military, biomedical research, consulting, financial
services background

* DigitalDefence

- 9-1-1 for Data Security Incidents

- Focus on providing incident management services
(prevent, detect, respond)

- Professional services, managed services, training
- Home of the Canadian Information Security Newsletter
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Why Do Risk Management ?
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REPORT ON ACCOUNTING: DATA SECURITY

Information-technology audits catching on fast
Checks of financial integrity and compliance can also boost a
company's productivity, TERRENCE BELFORD writes

TERRENCE BELFORD
Special to The Globe and Mail

Can thorough information technology audits really make a difference in corporate
profits?

The answer appears to be a resounding yes, according to preliminary results of a pair of
studies done at the University of Waterloo.

"In both studies, the results to date show a 20-per-cent higher return on assets in
companies with good IT controls versus those with control weaknesses,” says Professor
Efrim Boritz, the university's Ontaro Chartered Accountant's Chair in Accounting. Slide 3
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Audits and Controls are Part of Risk Management

 Auditing is a good business practice (TRUE)

« “Appropriate controls” enhance security and
privacy of data and other corporate resources
(TRUE)

* The part of the auditing process that drives

selection of appropriate controls is the risk
assessment (TRUE)

* Most people have complete a risk assessment of
some type (TRUE)

* The risk assessment was effective at achieving its
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Sample Risk Assessment Project

e Network security testing (“penetration test”) Is
commonly used as part of the risk assessment
process

*But, It is a risky project itself!

- It's designed to stress the network
- Probe for weak points, vulnerabilities
- Leaves the tester with very sensitive data

e Have you ever assessed the risks ... of assessing
the risks?
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The Fallure of Network Security Testing

* Most clients ask for a “penetration test”

- Enormous cool factor — it’s just like a hacker!

- May include some elements of a vulnerability
assessment ... or not

* Most vendors deliver a “vulnerability assessment”
- Identifies and quantifies vulnerabillities

- Minimizes interaction with production systems

Slide 6

© DigitalDefence, Inc. 2007 ( www.digitaldefence.ca



Reasons for the Failure ...

* Not sure what “testing” really means

e Testing has nothing to do with business strategy or
goals

* Assets are not defined, inventoried
e Threats not understood

e Relationship of assets to business not clear (no
BIA)

e Testing Is not managed as end-to-end project
* Don’t close the loop!
* No sharing of information, learning

Slide 7

© DigitalDefence, Inc. 2007 ( www.digitaldefence.ca



Summary ...

e Security testing of applications, systems and
networks can be considered a failure in 50 — 70%
of all cases

e Failures are not a result of technical incompetence

e Fallures are a result of:

- The separation of technology from business

- Not understanding, or effectively applying, the testing
process

e |n short — no risk assessment
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A Quick Word on the Threat ...

o Computer crime is profitable;
organized, favours skilled
attackers

BRINGING CIVILIZATION T 1

—

e Targeted attacks: specific
tools against specific
organizations

e Insider threat

e Business competitors

 Mobile device attacks

* 61,000+ cops in Canada — 245 specialize in cybercrime
e Most organizations are unprepared
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Risk — “Classical Assessment”
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Optimal risk as determined by minimum sum of cost of risk abatement and expected losses from risk. (from Morgan, M.
Granger. "Choosing and Managing Technology-Induced Risk," IEEE Spectrum, vol. 18, no. 12, pp. 53-60. December 1981.)
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Risk

*RIsk = the possibility of suffering an event
that leads to harm or danger

Personal
e Emotional
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In Short, We All See Risk Differently ...
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The Risk Management Process

Definition of assets
Threat assessment
Risk assessment

Recommendations / Controls




Risk Management Process
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Risk Management Methodologies

e Quantitative
-Threat Risk Assessment, TRA
-OCTAVE, OCTAVE-S
-NIST SP800-30

e Qualitative

-Microsoft Security Assessment Tool

-Facilitated Risk Assessment Process,
FRAP




Quantitative Risk Assessments

e Deals with quanta — numbers; things that can be
counted

* Goal: Independently objective numeric values for
estimates of impact, threat frequency, safeguard
effectiveness and cost, and probability

« Powerful aid to decision making

e Uses independent and objective metrics

e Can be directly linked to budgetary dollars, bottom
line
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Threat Risk Assessment, TRA: Step 1

THREAT ASSESSMENT

Cieccribe
the
Asset,

Oisclosurs
Interruption
Modification
Destruction
Remaowval.

LIKELIHOOD
QF
CCCURRENCE

CONSEQUENCE
OF
OCCURRENCE

List the
COnsequences
o the
organzation
of the

threat
QoCUrTing.

[MPACT
CIMJURY )
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less ==nous.

EXPOSURE
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Threat Risk Assessment, TRA,; Step 2

P robability
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* More details from:
http://WWW.rcmp- MinorLimited
grc.gc.ca/tsb/pubs/it sec/g2-
001 e.pdf Slide 18
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A Quantitative TRA is Painful!

*Requires knowledge,
risk management skills

eTime X Effort = Cost

*Not really as “precise” as
numbers indicate

nat Is the value of an asset?

nat Is the frequency for an event?

Numbers can be misused by management
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TRAs + Citizenship and

Citizenship and Citoyennaté ot C__ . ]
Immigration Canada  Immigration Canada dlltldd
Contact Us Canada Site
About the Applications On-Line Other CIC
Department and Forms Services Sites
Policy and Research Media and .
m Regulations and Statistics | Publications

Immigration - 1

“The use of a

AEABERAET M standard TRA process

> Research and Statistics
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Previous Index Mext

3.2 Risk Management

Risk management is a kev element of the federal government's security
program. The GSP prescribes the use of two specific documents to
explore and assess risks affecting a department's business operations: the
Statement of Sensitivity (S0OS) and the threat risk assessment (TRA). The
5085 summarizes the requirements for information by departmental
business line and the extent to which that information must be protected.
The potential threats to departmen i

1des an assessment of these risks. The use of a standard TRA proce
provides a common vardstick regardless of how a department or an

izational unit implements security.
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provides a common
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or an organizational
unit implements
security”
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TRAs + Citizenship and Immigration - 2

The CIC Security Policy and Procedures Manual outlines the use of the
TEA for a physical facility. The application of this policy, however, is not
consistent in all areas. In the majority of sites that were andited, a TRA had
not been conducted recently. The need for, and usefulness of, such an
assessment was not generally recognized. Corporate Security developed
and provided a simplified TRA tool for local managers but it is not being
used.

Gitizenship and Citoyenneté et " w
Immigration Canada  Immigration Canada Cdn ld 1
[Frangais  [ContactUs  [Help  [Search |Canada Site
e Applmtlo =
uepanme nt ndFa ms | Services
ns
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> Research and Statistics

CORPORATE AUDIT OF SECURITY
FINAL SUMMARY REPORT

Previcus  Index Next

3.2 Risk Management

Risk management is a key element of the federal government's security
program. The GSP prescribes the use of two specific documents to
explore and assess risks affecting a department's business operations: the
Statement of Sensitivity (SOS) and the threat risk assessment (TRA). The
SOS summarizes the requirements for information by departmental
business line and the extent to which that information must be protected.
The TRA explores the potential threats to departmental operations and
provides an assessment of these risks. The use of a standard TRA process
provides a common vardstick regardless of how a department or an
organizational unit implements security.

used in day-to-day business operations.

The draft Information Technology Security Policy outlnes the requirements
for an information technology TEA. A threat nisk assessment had been
prepared for only one-third of the existing computer systems and software

The absence of a departmental TRA weakens risk management in the
Department. The completion of a corporate level TRA, focusing on
corporate level risks, could provide a framework for bringing more
detailed analvses down to the regional and site levels.
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TRAS In the Federal Government

Dffice of the Auditor General of Canada
Bureau du verificateur genéral du Canada

Contact Us Canada Site
AboutUs ____|Publications _|Media Room _|Site Map _____|0AG Home

Report of the Auditor General of Canada

OAG Report Menu Information Technology Security
2005 Status Report

* 12 % of departments had not yet identified their critical systems
* 16 % of departments did not have an IT security policy

 For those departments that did have one, 33 % indicated that it
had not been formally approved by management

* 35 % of departments did not have a policy requiring threat and
risk assessments

http://www.oag-bvg.gc.ca/domino/reports.nsf/html/20050201ce.html
Slide 22
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Qualitative Risk Assessments

* Provides for expert opinions
and “gut feelings”

e Individuals use risk scales i
to assign grades to events
(e.g.: low, medium, high)

e Fast

® | Unlikely | Moderats

e Easy, can involve Likllbosd
non-technical and non-security staff

e Fast + easy = “cost effective” (cheap!)
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Microsoft Security Assessment Tool

 Directed guestionnaire

Y) Secu rity Assessment Tool

e Create a business profile

* Answer a series of questions regarding risks,
controls

« Creates summary report, complete report, and a
summary report (if you allowed anonymous upload
of your own data)

* Free download
«4.6 MB; requires MS .NET 2.0

Slide 24
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Microsoft Security Assessment Tool

Reports

Scorecard .
Based on your answers to the risk assessment, the following ratings have been applied to

your defensive measures. The Assessment Detail and Prortized Action List sections of this =
report include further detail for each, including the findings, best practices, and

recommendations. Upload...

Legend: ® Meets best practice Meeds improvement ®  Seoyerely lacking

Infrastructure ® Operations
Perimeter Defense ®  Environment
Firewall Eules and Filters L Firewall Rules and Filters
Anti-virus Administrative Users
Anti-virus - Desktops Management Host
Anti-virus - Servers Management Host - Servers
Remote Access Management Host - Metwark Devices
Segmentation Third-Party Relationships

DrAarmminatn Arcmnee | lesre Cmaevnritur Mhndicar

w8 & 2 & & 0 8 @

£
summary R.epur‘tltnmplete Repnr‘t‘ Comparison F!.epn:r‘t|

* Now, let’s see it in action ... DEMO
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Facilitated Risk Assessment Process, FRAP

 Team-based approach; includes business
managers and support groups

e Team brainstorms threats, vulnerabilities and
resultant negative impacts

e Impacts are directly tied to business operations

* Threats and risks are prioritized  based on
team’s experience, knowledge

e Controls are identified

e Selection and implementation of controls driven by
business requirements
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e Create a team

e Brainstorm vulnerabilities and risks

- Everyone writes them down on a piece of paper; avoids
“group think”

e Determine Impact and Likelihood

e Plot values, calculate an estimated “Residue of
Exposure” (impact x likelihood)

* Use Residue of Exposure to prioritize risks
«DEMO
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Advantages of Qualitative Assessment

 Fast; don’t have to take a lot of time away from
work

e Easy to understand
Inexpensive

 Management is integral to the process

- Results are directly tied to business strategy, goals
 Increased “sale-ability”

- If management is involved, more likely to buy-in to
recommendations

© DigitalDefence, Inc. 2007 ( www.dig
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Disadvantages of Qualitative Processes

e Subjective

*No monetary basis for the value of
Information assets

*No basis for cost/benefit analysis of risk
mitigation measures

*Provides no means for objectively tracking
risk management performance

© DigitalDefence, Inc. 2007 ( www.digitaldefence.ca
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After Identifying Risks, Manage Them

e Ignore the risk altogether

« Accept the risk, but do nothing (“it's the cost of
doing business”)

* Accept, Implement controls to

[~ RisK (

minimize to acceptable level S

for your business (residual risk)
* Transfer the risk (insurance)
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Applying Risk Management to Security Testing - 1

e Understand the threat

- Extensive focus on “external” threats, particularly
organized crime and automated attacks

- Internal attackers are frequently ignored

- Where does “the network” begin or end? Is there a
perimeter?

- Mobile devices — how to manage appropriate use

- Wireless

- Introduction of new technologies — VolIP, wireless WAN,
new software (e.g.: peer-to-peer)
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Applying Risk Management to Security Testing - 2

« Adopt a data-centric security model

- Don’t secure the technology, or device — secure the data

- Where is the data — map the data flow to fully identify
what must be tested; focus on protecting data at rest,
during processing, and transmission ... not the “network”

e [dentify and inventory assets that require protection
- Up-to-date

- Living document
* Tie assets to business
- Business Impact Assessment

Slide 32

© DigitalDefence, Inc. 2007 ( www.dig



Applying Risk Management to Security Testing - 3

e Conduct risk assessment using quantitative or
gualitative process

 Validate risk assessment with appropriate security
testing

* Manage the results of the security testing (as
discrete event, or as part of overall risk
management process)

e _earn from the process; share the learning
Internally
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