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Objectifs principaux

e Convergence
— Un seul périphérique pour plusieurs applications
— Un seul périphérique pour plusieurs identités
— Une seule interface pour les utilisateurs
o Simplicité
— Facile a utiliser
— Facile a déeployer
— Facile a gérer
 Forces
— Authentification par un, deux ou trois facteurs

— Algorithme cryptographique approuves par le marché
— Matériel validé et certifié (FIPS et autres)
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Stockage portable sécurisé

e Fonctionalitées incluses
— Encryption AES 256 Bits
— Liés a l'utilisateur authentifié

e 100% transparent
 100% portable
— Linux & Macintosh (via biométrie)
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Stockage portable sécurisé

* Valeur ajoutée de la solution MXP
— La transparence est toujours la meilleure méthode

— Solution matériel est beaucoup plus difficile a
“*hacker” que logiciel

— Encryption est appligué sans intervention de
I'utilisateur

— Un peériphérique perdu reste totalement sécuritaire
— Grandeur des partitions flexibles

— Peut supporter plusieurs utilisateurs (partition
partagéees ou non)

— Recouvrement des données
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ACCESS Enterprise

« ACCESS Enterprise permet aux entreprises de
gérer et controler de large deploiement de
periphériqgue portable et sécuritaire
— Configuration des périphériques a I'aide de politique

de sécurité
— Facile a deployer et utiliser
— AUCUN logiciel client a deployer
— Aucune formation requise pour les utilisateurs

— Centre de support peut aide un utilisateur distant,
connecté ou non

— Tres evolutif et s’integre au répertoire d’entreprise
security ieXistant
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ACCESS Enterprise

e Le cycle de vie du périphérigue
— Initialisation

« Configuration du logiciel portable, des codes de gestion,
grosseur de la partition accessible en lecture seule.

— Emmission (Issuance...)

 Politiques d’authentification, lié I'utilisateur au périphérique
— Personalisation

* Mots de passe utilisateur et adhésion des empreintes
— Utilisation

 Utilisation normale. Stockage sécuritaire, identité digitale,
Acces distant, Centre de support, recouvrement des
donneées, etc.
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ACCESS Enterprise

Cycle de vie du
périphérique

Pl

Personalizatior
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ACCESS Enterprise Management features

— Configure read-only partitions and portable software
— Tags all devices with a Corporate Identifier
— Define and enforce usage policies
# of users of the device
Size of encrypted storage
Type of authentication
Retry limits for authentication methods
Minimum password lengths
* Biometric security levels (FAR)
— Manages initialization and usage settings by profiles
— Binds devices to employees in corporate directory
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ACCESS Enterprise Deployment features

— Light (no servers except for device database)

— Streamlined, batch processing of devices

— Help desk support for users anywhere in the field
— No client software to install

— No user training required
 Easyto use
* Wizard driven

— Flexible components that can be incorporated into other
management systems and workflows

— Update portable software images to devices in the field

— Supports distributed (don’t confuse with delegated)
administration
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ACCESS Enterprise

Compliance features

— Separation of administrative roles to ensure that no
one administrator has too much control

— Full logging of all administrative functions

— Full control of device and usage policies
« Users cannot even recycle devices

— Data recovery (without presence of user)

e Licensing Model
— Licenses are perpetual

— We license # of devices to manage, not number of
“seats” of software

— A license is bound to a corporate device database
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ACCESS Enterprise

* Professional Services are Required for:
— Planning their deployment

— Helping with setup and configuration of ACCESS
Enterprise

— Requirements gathering
* What systems does the customer have in place?
* What portable software is desired?

— Testing portable software images
— Customizing the interface and workflow

— Integration into existing management and
provisioning systems

— Integration with customer databases and other
LDAP directories
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ACCESS Enterprise

Taches Administratives

[ ACCESS Enterprise Manager

ACCESS

an SECURITY

‘ Home

Provisioning Tasks
Device Initialization
| -
L 3 ‘ Device Issuance
‘ Operational Tasks
|

Help Desk

Data Recovery

f'.ei
‘\ License Management
e

Statistics
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ACCESS Enterprise

Administration simplifiees a I'aide des profiles
I8 ACCESS Enterprise Manager

FXI SECURITY ACCESS
Enterprise

Edit Usage Profile : "

Enter Profile Information

Sl ERVETGEEE Copy of UK Sales Force
Device Type: |Steah‘h MR _ﬂ
Maximum Number of Users on Device: jl

Shared Private Partitions Allowed: ||[FaEsi=ae.

Biometric Enrollments (Per User):
:

Biometric Security Level: REIPEIETE]

Biometric Retry Limit: (St [ finite: &
User Password Retry Limit: Infinite: Il
M Passieed Length |

Click Next to continue

| Back ] Next
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ACCESS Enterprise

Architecture genérale

Corporate
Directory

Admlnlstrator SQL Server Admlnlstrator
Workstation Workstation

ACCESS Enterprise - ACCESS Enterprise

Device

MEITEg)E” Database

Manager
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Linux integration through Erofessional services

« Authentication through a console
e Password and/or Password integration
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‘....Information security is a mission requirement ess ential to achieving the
operational benefits of information technology with out exposing the
agency, its assets, or individuals to undue risk.’

Clay Johnson Il
Deputy Director for Management

OMB Memorandum M-06-16

WWW. mXisecurity.com
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